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MNOJIOKEHHME
o 3amuTe HHpoOpManHN B
MBOY « Cpeanssa o6meobpa3zoBarebHas mKoaa Ne 4

I. O0mue noJ1oxKeHHu.

1.1. Hacrosimee Ilonoxenue paspaborano B pa3paboraHo B cOOTBETCTBHH ¢ DezepaibHbIM
3akoHoM oT 27.07.2006 Ne 149-®3 (pen. ot 29.12.2022) «O6 unbopmannu, WHOOPMAIHOHHBIX
TEXHOJIOTHAX M O 3amuTe HHpopmaiun», PenepanbubiM 3akoHoM oT 27.07.2006 Ne 152-®3 (pen. ot
31.12.2017) «O nepcoHanbHBIX NaHHBIX», [locranoBnenuem IIpaButensctBa P® ot 01.11.2012 Ne
1119 «O6 yrBepxneHun TpeGOBaHMH K 3alIMTe MEPCOHAIBHBIX IAaHHBIX NpPH HX 00paboTke B
MHOOPMALMOHHBIX CHCTEMaxX IIEPCOHATBHBIX AaHHBIX», I[lpukazom [ocrexxkomuccun Poccuu ot
30.08.2002 Ne 282 «CnenmanbHble TpeOOBaHHS W DPEKOMEHJAIMH 10 TEXHHYECKOH 3alluTe
KOH(QHICHIMAIBbHOH HHpOpPMAIHK» rocyapcTBEHHAs TeXHHYecKas Komuccus», I[Ipukazom OCTIK
Poccun ot 18.02.2013 Ne 21 (pem. or 23.03.2017) «O6 yrBepxknenun CocraBa M COJEpKaHMS
OpraHH3allHOHHBIX U TEXHHYECKHX Mep N0 obecnedeHnio 6e30nacHOCTH NEPCOHANBHBIX JaHHbBIX MPH
ux 00paboTke B HHPOPMALMOHHBIX CHCTEMAaX EPCOHATBHBIX JaHHBIXY.

1.2. Tlonoxenue peryaupyer NOMHTHKY Y4YpeXJeHHS 1o 6e30macHOCTH HH(POPMALHOHHBIX H
KOMMYHHKAIIHOHHBIX PECYpCOB M TEXHOJOrWH W oOmmi mopsmok oOpaiieHHs ¢ JOKYMEHTaMH,
COIEpPXKAIMMH CITyKeOHYI0 HHPOPMAIHIO OrPAaHUYEHHOTO PaCPOCTPAHEHHS U YCTAHABIIMBAET:

- 00BEKTHI 3aIUThl HHPOPMALIMH H CYOBeKTHI JocTyna K HHpOpManki WHHOPMAIIMOHHBIX CHCTEM H
PECYpCoB;

- OCHOBHBIE yrpo3el HH(popMmanuoHHOW 6Ge3zomacHocTn (manee - HWHOOPMAILIMOHHAS
BE3OITACHOCTD) MBOY « Cpennsist o6meobpaszoBarenshas mkosa Ne 4»;

- OCHOBHBIC TIPHHIIUIIBI TIOCTPOEHHsS CHCTeMBI 3amuThl uHbopmauuun MBOY « Cpenuss
obmeobpa3oBarenbHas mkoaa Ne 4y;

- Mepbl, MeToapl U cpencrsa obecnedenuss UHOOPMAILIMOHHAST BE3OITACHOCTB MBOVY «
Cpennss obmeobpa3osarenbaas mkonaa Ne 4.

1.3. Hacrosiee Ilonoxenue pa3paboTaHo ¢ 1eJIBIO YCTAHOBJICHHUS HAJUIEKAIIETO OPSAKA paboThI
H co3jaHue Oe30macHBIX YCIOBHH i oOywarommxcs # cotpyaHukoB MBOY « Cpennss
obmeoOpasoBarenpHas mKkona Ne 4y (majnee — YupexIeHHe), a Tak e MCKIIOYEHHS BO3MOXKHOCTH
NPOHHUKHOBEHHs IIOCTOPOHHHMX JIWI, BBIHOCA MAaTEPHAIBHBIX LIEHHOCTEH, WHBIX HapyUICHHH
0O1IECTBEHHOTO MOPSIIKA.

1.4. Jlannoe Ilonoxenne pasmemaercs Ha oduumanbHoM caiite MBOY « Cpenuss
obmeobpasosarenbHas mkona Ne 4» B HHPOPMALHOHHO-TEIEKOMMYHHKALMOHHOM cetn «MHTepHeT».

I1. O6bexThI, NoAIEKANHE 3AMHTE.

2.1. B VYupexnenun obGpabartbiBaetcs MH(OpMALMs, COAep)Kamas CBEJCHHS OrPAHHYEHHOTO
pacnpocTpaHeHus (cuyxebHas HHPOpPMAIHS, IEPCOHATBHBIE JAHHBIE), ¥ OTKPBITHIE CBECHHUS. 3alnTe




MojJIeKaT BCe HH(OPMALMOHHBIE CHCTEMBI Y4YpEXKIACHHUS, HE3aBHCHMO OT HMX MECTOHAXOXKICHHS,
YUCIIAIHecs Ha OyXraiTepcKkoM ydere Y YperkIeHHs.

2.2. OcHOBHEBIE 00BEKTHI, IOJUIEXKAIIHAE 3aIHTE:
- HHQOpPMaIlHOHHBIE CHCTEMBI NepcoHalbHBIX JaHHBIX (nanee — WMCIIJIH), a Takxke OTKpbITas
(obmenocrynHas) uHpopMalHs, Heobxoaumas s paboThl YUpeKJeHHs, HE3aBHCUMO OT (POpMBI H
BU/Ia €€ MPEeJICTaBICHHUS;
- mporecchl 00paboTkK HHpOpMaIHK B HHOOPMAITHOHHBIX CHCTEMAX Y YpexIeHHS, HH(POPMAHOHHbIE
TEXHOJIOTHH, PerJIaMeHTHI H IIponeaypsl cbopa, 00paboTku, XpaHEeHHs U Tepeiad HHPOpMaLnH;
- uH(popManonHas HHPpaACTpyKTypa, BKIOUaromas cucreMsl o0paboTku ¥ aHanu3a mHpOpMaLuH,
TEXHHYECKHE H IporpaMMHble cpejcTBa e€ o0paboTku, mepeiadu U OTOOpaKEHHs, B TOM HHCIE
KaHaJibl HHQOpPMAlMOHHOrO OOMEHa M TEIeKOMMYHHKAI[MM, CHCTEMBI M CpEJCTBA 3allUTHI
HHpOpMaITHH.

2.3. OcoOeHHOCTH 00BEKTOB, MOJIEKAIHX 3aIHTE:
- 00BbEIMHEHHE B EOMHYIO CHCTEMY OOJIBIIOrO KOJIMYecTBAa TEXHHYECKHX CpEACTB 00paboTKH H
nepenayd uHGopMaIuu;
- He00X0AUMOCTh OOecreYeHns: HEMPEPHIBHOCTH (PYHKIIMOHHPOBAHUS Y UPEIKIACHHUS;
- BBICOKasi HHTEHCHBHOCTb HHOPMAIIHOHHBIX TOTOKOB;
- pa3HOOOpa3ue KaTeropuii MoJIb30BaTelIeH.

III. Ienn u 3axa4m cucTeMbl obecniedenns HHPOPMAHOHHOM Oe30MacHOCTH.

3.1. CybsexTsl noctyna k uH(popmauuu npu obecrneueHHH HHPOPMAIHOHHONW 6Ge30macHOCTH
YupexieHus ABIsIOTCA:

- pabOTHHKHM VY4YpexJeHHs, ydacTBylolmMe B HHOOpPMAIMOHHOM OOMEHEe B COOTBETCTBHH C
BO3JIOKEHHBIMH HA HUX JIOJDKHOCTHBIMHU O0S3aHHOCTSIMH;

- (usuueckue nMIA, CBEJACHHS O KOTOPHIX HAKAIUIMBAIOTCS, XPAHATCS MW 00pabarhiBalOTCs B
HHOPMALIMOHHBIX CHCTEMax YUpexaeHHus (B COOTBETCTBHH cO CT.14 denepaibHOro 3akoHa OT
27.07.2006 Ne152-®3 «O nepcoHaNBHBIX JAHHBIXY;

- COTPYJHHKH BHEIIHHX OpraHH3alMd, 3aHHUMAIONIMXCS pa3pabOTKOH, MOCTaBKOH, PEMOHTOM H
obciyxuBaHueM 000py10BaHHS WIH HHPOPMAITHOHHBIX CHCTEM.

3.2. [lepeuncnenubM cyOBpekTaM gocTymna K HHGOpMaMK HeOOX0IHMO 00eCTIEUHTh:

- CBOEBPEMEHHOCTB JI0CTYIa K He0OXoauMoi UM HHpopMaIuu (€€ TOCTYIHOCTD);

- JIOCTOBEPHOCTSH (IOJIHOTY, TOYHOCTh, aKTYaJIbHOCTB, LIEJIOCTHOCTH) HHOPMALIHH;

- KOH(UIEHIMANLHOCTh (COXpaHEHHe B TaliHe) ONpeAeNeHHOM YacTH WH(OOPMALMH, 3alIUTy OT
HaBs3bIBAHHUA JIOKHOH (HEOCTOBEPHOMH, HCKAXXEHHOM) HHOpMaLIuHy;

- BO3MOJKHOCTh OCYIIECTBJICHHMS KOHTPOJISI M YIpaBJeHHs mpolueccaMd oOpaboTKM H Tepenadu
nHpOpMaIHH;

- 3aIUTY HHQOPMAIIMHK OT HE3aKOHHOTO PACIPOCTPAHEHHS.

3.3. llensto 3ammuThl HHGOPMALMH, HAa JOCTHKEHHE KOTOPO# HanpasieHo Hactosmee Ilooxkenue,
SBJIETCS 3aIlATa OT BO3MOXXHOIO HAHECEHHs CyOBEKTOM JocTyna K HH(pOpMaIMHu MaTepHaIBHOTO,
(usuyeckoro, MOpaabHOro HJIM HHOrO ymepda HOCPeICTBOM CIy4ailHOTO MM IIPEAHAMEPEHHOrO
BO3/ICHCTBHA Ha MH(OpPMAIHMIO, €e HOCHTENH, Mpolecchl 00paboTKH W mepenaud. YKa3aHHas 1ejb
NOCTUTAETCS MOCPEICTBOM OOECNeYeHHss W TIOCTOSHHOTO TNOJIEPXKaHHs CIEAYIOIMX CBOWCTB
uHbOpMaLuH:

- JIOCTYNHOCTH HHGOpPMAallMM JUIs aBTOPU30BaHHBIX CYOBEKTOB J0CTyna (yCTOWYHBOro
(GyHKIMOHMPOBAHHSA CHCTEMBI, IPH KOTOPOM aBTOPU30BaHHbIE CyOBEKTBI JOCTYNAa HMEIOT
BO3MOJXHOCTb IOJTy4eHHs HeoOX01uMOit HH(POpMALIHH);

- LEJOCTHOCTH W ayTEHTHYHOCTH (NMOATBEpPXKICHHE aBTOpPCTBA) HHGOPMALWH, XPaHHUMOH M
oOpabaTbIBacMOii B cHCTeMax YupeIeHHs M Iepe1aBaeMoii 110 KaHAJIaM CBS3H;

- KOH(QHIEHIMATLHOCTH — COXPaHEHHs B TailHEe ONpeJeNeHHON 4acTH MH(POPMAIMH, XPaHHUMO,
oOpabarbiBaeMOi M mepeaBaeMoii 10 KaHaiaM CBsi3H. HeoGXOoaMMBI ypOBEHB JOCTYIHOCTH,
LEeJIOCTHOCTH W KOH(HIEHIMATLHOCTH HHGPOpManuH 00eCeYnBacTCs METOJNAMH M CPEICTBAMH,
COOTBETCTBYIOLUIMMHU MHOKECTBY 3HAYMMBIX YIpO3.

3.4. OcHOBHBIE 33/1a494 CHCTeMBI obecriedeHnst HHYOPMAMOHHOMN Ge30macHOCTH. JIjis IOCTHKEHUS
OCHOBHOM IeiM 3amuTel M oOecrneyeHHs YKa3aHHBIX CBOMCTB HMH(OpMAIMU  cHcTeMa
uHbopMalMoHHas 6e30NacHOCTh JODKHA 00eCTIeYrBATh PELIEHHE ClIeTYIONHX 3a1a4:




- CBOEBPEMEHHOE BBISBJIEHHE, OLEHKA W IPOTHO3UPOBAHHE HCTOYHHKOB Yrpo3 HMH(OPMAIHOHHOM
6e30MacHOCTH, TNPHYMH MW YCJIOBHMM, CHOCOOCTBYIOIIMX HaHECEHHIO ymepba cyObekTam
MH(pOPMAIIHOHHBIX OTHOLIEHHH, HAPYLIEHHIO HOPMATBHOTO QYHKIIHOHMPOBAHUS CHCTEM;

- CO3/IaHHE MEXaHW3Ma ONIEPAaTHBHOIO pearupoBaHKs HA Yrpo3bl 6€30MacHOCTH HHPOPMAIIUH;

- CO3JaHHME YCJOBHMH JUIi MHHHMH3AlWM W JIOKQIH3alMH HAHOCHMOTO yIepda HEnpaBOMEPHBIMH
JNEeUCTBHSAMHU (HU3MYECKHX M IOPHIAMYECKUX JIHIl, OcIablieHHe HEraTMBHOIO BJIMSIHHS W JIMKBHIAIMS
MOCJIEACTBUM HapyleHHs 6€30MacHOCTH HHPOpMALIHH;

- 3AIATY OT BMEIIATENLCTBA B Mpolecc QyHKIIMOHUPOBAHHUS CUCTEM YUPEXKIECHUSA NMOCTOPOHHHUX JIMIL
(moctyn K HHGMOPMAIMOHHBIM pecypcaM JO/DKHBI MMETh TOJBKO 3aperHCTPUPOBAaHHBLIE B
YCTQHOBJIEHHOM MOPSAKE M0JIb30BaTEIN);

- pasrpaHHYeHHE JAO0CTYMA MOJb30BaTeNeil K HHPOPMAIHOHHBIM, aNlapaTHbIM, IPOrPaMMHBIM U HHBIM
pecypcam - obecriedeHue J0CTyna TOJBKO K TeM pecypcaM M BBIIOJHEHHMs TOJIBKO TEX OIepanui ¢
HHMH, KOTOpbleé HEOOXOIMMBI KOHKDETHBIM IIOJIb30BaTENIsIM JUIA BBINOJHEHHS CBOUX CIYXKEOHBIX
o0s3aHHOCTE}

- obecriedenne ayTeHTH(HKALMK IOJIb30BaTeNel, y4acTBYIOIMMX B HWHGOPMALMOHHOM oOMeHe
(moATBepXKAEHHE MOITHHHOCTH OTIIPABUTENS M NOJIy4aTess HHpopMaLun);

- 3AIIMTY OT HECAHKIMOHHPOBAHHOW MOJIM(HKAIIMM HCIOJIB3YEMBIX B CHCTEMAxX IPOrPaMMHBIX
CPEJCTB, a TaKXXe 3allUTy CHCTEM OT BHEAPEHHS HECAHKIMOHMPOBAaHHBIX IIPOrpaMM, BKIIKOYas
KOMITBIOTEPHBIE BUPYCHI;

- 3aMUTY MHGOPMALIHHK OT YTEUYKH 110 TEXHHYECKUM KaHasaM NpH ee 00paboTke, XpaHEHHH H nepesiaye
10 KaHaJlaM CBSI3H.

3.5. OcHOBHBIE NYTH pEUICHHs 3a7a4 CHCTEMbl MHPOPMALMOHHON Oe30macHOCTH YupexIeHHs.
OcHoBHBbIE LenH obecnieueHHss HHPOPMAIMOHHOM OGE30MacHOCTH M PEIICHHE NMEPEYUCIIEHHBIX BBIIIE
3a7a4 JOCTUTAIOTCS:

- y4€TOM BCEX MOUIEKAINUX 3alUTe HHOOPMAIIMOHHBIX CHCTEM Y UPEKICHHS;

- y4€TOM JeHCTBHI NEpCOoHAIa, OCYIIECTBISAIOIEr0 00CTy)KHBaHHE U MOJIU(PUKAIIMIO MPOrPaMMHBIX U
TEXHHYECKUX CPEJICTB KOPIOPATHBHON HHPOPMALIHOHHON CHCTEMBI;

- TONHOTOM, peaJbHOH BBINOJIHUMOCTBIO M HEINPOTHBOPEUYHMBOCTBIO TpeOOBAHHMH JIOKAJIbHBIX
HOPMATHBHBIX aKTOB Y4YpEeXIEHHs MO BonmpocaM obecriedeHuss HHPOpMalHOHHOM 6e301macHOCTH;

- IOATOTOBKOH JODKHOCTHBIX JTHIL (PaOOTHHUKOB), OTBETCTBEHHBIX 33 OPraHH3aLHIO

U OCYILECTBJICHHE IPAKTHYECKUX MEPONIPHATHH 10 obecneyeHHIo HHGOpMaMOHHOMH Ge30nacHoCTH;

- HAJICJICHUEM Kax10oro pabOTHHKA (MOJIb30BaTElNsl) YUPEKICHHS MUHAMAIBHO HEOOXOIUMBIMH ISt
BBIIIOJIHEHUS MM CBOMX (YHKIHOHAJIBHBIX OOA3aHHOCTEH TMOJHOMOYMAMH 10 JOCTYNy K
MH(OPMAIIHOHHBIM pecypcaM Y UpexIeHus;

- YeTKHMM 3HAHHEM M CTPOTHMM COOJIOZICHHEM BCEMH MOJb30BATEISIMH HH()OPMAIIMOHHBIX CHCTEM
VYupexnenus TpeOOBaHUH JIOKATLHBIX HOPMATUBHBIX aKTOB YUpeXIEHHS MO BOIpocaMm obecrieyeHus
HH(pOpMaIMOHHO#H 6e30macHoCTH;

- NEPCOHAIBHONH OTBETCTBEHHOCTHIO 3a CBOW JEHCTBHS KaXJOro pabOTHHKAa, B paMKaX CBOMX
(GyHKIHOHANBHBIX 0053aHHOCTEH HMEIOLIEro JOCTYI K HHPOPMAMOHHBIM pecypcaM Y YpeixIeHHs;

-  HENpEpBIBHBIM  MOJAAECPXKAHHEM  HEOOXOAMMOrO0  YpPOBHS  3alMINEHHOCTH  3JIEMEHTOB
HH(OPMALIMOHHBIX CHCTEM Y YpeXKIeHNS;

- TPUMEHEHHEM INPOrpaMMHO-ANNapaTHBIX CPEJACTB 3alUTHl HHOOPMAIMH W  HENPEepPHIBHON
aJIMHHHCTPATHBHOM MOAEPKKOH UX UCIIOIb30BAHHS;

- 5QQeKTHBHEIM KOHTPOJEM HaJ COOTIONCHHEM IOJB30BAaTE/SIMH HHOOPMAIMOHHBIX DPECYPCOB
Yupexaenus TpeboBaHuii o obecnedeHHo HHHOPMALIHOHHON 6E30aCHOCTH.

IV. OcHoBHBI€e yrpo3bl HHPOPMAIHOHHOI (e30NacHOCTH YUpexKIeHHs.

4.1. CymecTByerT /iBa BU/ia yrpo3 HHPOPMAIMOHHOMN 6e30aCHOCTH:
- HCKYCCTBEHHBIE — YTPO3bl, BBI3BAHHBIE JIEATEIHBHOCTHIO YeJIOBEKA;
- €CTECTBEHHBIE — YTPO3bl, BEI3BAHHbBIE BO3/ICHCTBHSIMA Ha HHOOPMAITHOHHYIO CHCTEMY H €€ 3JIEMEHTHI
OOBEKTUBHBIX (DH3HYECKHX IIPOIECCOB TEXHOTEHHOTO XapakTepa MM CTHXMHHBIX MPHPOIHBIX
ABJICHHH, HE 3aBUCAIINX OT YEJIOBEKA.

4.2. Haubonee 3HauMMBIMHU Yrpo3aMu HHPOPMAIMOHHOM Ge30macHOCTH YupexaeHus (cnocobamu
HaHeceHus yuepba cyobekTam HHPOPMAIIHOHHBIX OTHOIIEHHMH ) SBIISIOTCS:




- HapyumieHue (YHKIHOHAJILHOCTH KOMIIOHEHTOB WH(OPMAIIHOHHBIX CHCTEM  YUpEKICHHS,
OsokupoBaHHe HH(OPMALUK, HApYIIEHHE TEXHOJIOTHYECKHX IIPOLIECCOB, CPbIB CBOEBPEMEHHOTO
pelIeHus 3a1ay;

- HapylIeHHEe IEJOCTHOCTH (HCKaXeHHe, IOJMEHa, YHUYTOXEHHE) HH(OPMAIMOHHBIX PpECypcoB
YupexaeHus, a taxxe panscuduxanms (Moaaeaka) 10KyMEHTOB;

- HapylleH’e KOH(pHIEHIHAIBHOCTH (pasriaieHue, yTeuka) NepCoOHaIbHbIX JaHHBIX.

4.3. OCHOBHBIC HCTOYHHKH YIpo3 HHPOpMAIHOHHON 6E€301aCHOCTH YUpEkKICHHS:

- HempeHaMepeHHbIe (omMbo4HbIe, CllyyaiiHbie, 6e3 3710r0 yMbIC/Ia ¥ KOPBICTHBIX 1eJIeH) HapyIleHHs
YCTAaHOBJICHHBIX perjiaMeHTOB cOopa, 00pabOTKH H Tepefayd HH(pOpManHuH, a Takke TpeOoBaHHMi
OezonacHocTH HH(pOpMAMH H JApyrHe JAEHCTBHS MOJb30BaTeNed HMHMOPMAIIMOHHBIX CHCTEM
Vupexzaenuss (B ToM uucie pabOTHHKOB, OTBEHAIOMIMX 3a 0OCIY)KMBaHHE M aJMHHHCTPHPOBaHHE
9JIeMEHTOB WH(OPMAIMOHHBIX CHCTEM), IPHBOASAIIME K HENPOU3BOJMTEIBHBIM 3aTpaTaM BPEMEHH M
pecypcoB, pa3rialleHHIO CBEICHHH OrPaHHYEHHOr0 pacpOCTPaHEeHHs, I0Tepe IEHHOH HHpOpMaLuH
WM HapyLIeHUI0 paboToCnocOOHOCTH 37IEMEHTOB HHPOPMAIIMOHHBIX CHCTEM;

- IIpeIHaMepeHHBIE (B KOPBICTHBIX LEJISX, 10 MPHHYX/ICHHIO TPETEHMH JIMIIAMH, CO 3JIbIM YMBICIIOM H
T.I.) JACHCTBHSA JIETaIbHO JONMYIIEHHBIX K HHOOPMAIMOHHBIM pecypcaM YUYpekIAEeHHs I0Jb30BaTeeH
(B TOM uHcine pabOTHHKOB, OTBEYAIOMMX 3a OOCIy)XHBaHME M aJMHHHUCTPUPDOBAHHE JIJIEMEHTOB
WH()OPMALIMOHHBIX CHCTEM), KOTOpBIE NPHUBOJAAT K HENPOM3BOJMTENILHBIM 3aTpaTaM BPEMEHH H
pecypcoB, pasrilalleHHIO CBEICHHH OrpaHHYEHHOTO PaclpoOCTPAHEHUs, NoTepe LEHHOH MHpOpMaLUH
HJIH HapyIIeHUIO paboToCIIOCOOHOCTH 3JIEMEHTOB HH(POPMALIHOHHBIX CHCTEM Y YPEIKIACHHS;

- ylaJleHHOE HECaHKI[MOHHPOBAHHOE BMEIIATEIbCTBO MOCTOPOHHMX JIMI] W3 BHEHIHHUX ceTell odmero
Ha3HayeHHus (Tpexae Bcero 4depe3 cerbh VIHTEpHET), 4epe3 JierajibHbIE M HECAHKIIMOHHPOBaHHBIE
KaHaJIbl TIOAKIIIOYEHHUSI K TAKUM CETSIM, HCTIOJIb3YSI HEJIOCTATKH MPOTOKOJIOB 0OMEHa, CPe/ICTB 3alIUThI
¥ pa3rpaHUuCHHs yJAJ€HHOrO NOCTYNa K HHGOPMAMOHHBIM pecypcam;

- OIIMOKH, JONMYIUEHHbIE NPH pa3paboTke 31eMEHTOB MHGOPMALMOHHBIX CHCTEM YUpPEKICHHUSA H HX
CHCTEM 3allUThl, OIIHMOKH B IPOrpaMMHOM 00€CIIEYeHHH, OTKa3bl H COOH TEXHHYECKHUX CPECTB (B TOM
YHCIIe CPEACTB 3alUThI HHOpMAIIHK);

- TeXHUYECKHE COOU 3TIeMEHTOB HHPOPMAIIMOHHBIX CUCTEM.

4.4. Ilytu peanm3aiuu yrpo3 HHQOpMaMOHHOM 6e30macHOCTH Y UpeKIeHHUS.

44.1. Ilytu peanu3zanuM HeNmpeAHAMEPEHHBIX HMCKYCCTBEHHBIX Yyrpo3 HH(pOPMALHOHHOM
6ezonacHOCTH YupexIeHHS.

PabotHukn  YuypexieHHs,  SBISIOIIMECS  ABTOPH30BAaHHBIMH  CyOBeKTaMH  JOCTyna
MHQOPMALIMOHHBIX CHCTEM, a Takke pabOTHHKH, OOCIYXHBAIOIIHE OTAECIBHBIE 3JIEMEHTHI
MHPOPMALIMOHHBIX CHCTEM, SB/SIIOTCS BHYTPEHHHMH MCTOYHMKAMH CIYyYaHBIX BO3JIECHCTBHIA.
OCHOBHBIE TNYTH pealM3allid HENpeJHAMEPEHHBIX HMCKYCCTBEHHBIX (CYOBEKTHUBHBIX) yrpo3
HHQOpMaIMOHHOH Ge3omacHOoCTH YupekaeHHs (IeCTBHSA, COBEpIIAEMBbIE JIIOABMH CIY4YaiHO, 110
HE3HAHHIO, HEBHUMATEIbHOCTH WJIM XaJaTHOCTH, W3 JIFOOONBITCTBA, HO 0€3 371010 yMbICa):

- HEOCTOPOXXHBIE JEHCTBHMs, INPUBOJAINME K YAaCTHYHOMY HWJIH TOJHOMY  HapyLICHHIO
(GYHKIHOHAILHOCTH 3JIEMEHTOB HHOPMALIHOHHBIX CHCTEM YUpeKICHUS;

- HEOCTOPOXHbIE JICHCTBHs, MNPHBOAAIIME K pasMJalleHHi0 HWHGOPMALUMH OrpaHMYEHHOro
pacnpoCTpaHEeHHUs WK Jealomue ee 00IIeI0CTyYITHOM;

- pasrjalieHde, mneperada MM yTpata arpuOyTOB pasrpaHHueHHs JocTyna (KiIouei (JIOTHHOB),
napoJied, KJIFOYEBbIX HOCHTENEH | T. 11.);

- HTHOPHPOBAHKHE YCTAHOBJIEHHBIX NPaBHJI NPH paboTe ¢ HHHOPMALMOHHBIMH PECYPCAMH;

- NPOCKTHPOBAaHHE AIrOPHTMOB 00pabOTKM JaHHBIX, pa3paboTka NporpaMMHOro obecrmeueHus ¢
BO3MOXHOCTSAMH, IPEACTABIAIOIIMMH ONACHOCTD U1 (YyHKIIMOHUPOBAHUS HHPOPMAIIHOHHBIX CHCTEM
¥ HHpOPMaIMOHHO# Ge30macHoCTH YUpex/IeHus;

- mepechUIKa HH(GOpPMaIKH 1o OIHO0YHOMY SNIEKTPOHHOMY afipecy (yCTpOMCTBA); BBOJ OMIMOOYHBIX
JIAHHBIX;

- HEOCTOPOXHas op4a HOCUTeNeH HH(pOpMaIIHH;

- HEOCTOPOXKHOE IOBPEKICHHE KAHAIOB CBSI3H;

- HENpaBOMEPHOE OTKIIOYEHHE OOOpYNOBaHMS HIH H3MEHEHHE DPEXHMOB pabOThl 3IEMEHTOB
MH(POPMAIIMOHHBIX CHCTEM;

- 3apak€HHE KOMIIBIOTEPOB BHPYCAMH;




- HECAHKIIMOHMPOBAHHBIA 3alyCK TEXHOJIOTHYECKHX TpOrpamMM, CIOCOOHBIX BbI3BaTh IOTEPIO
paboTocnocoOHOCTH JIEMEHTOB HH()OPMAIIMOHHBIX CHCTEM HJIH OCYIIECTBISIONIMX HeoOpaTHMBIE B
HUX H3MeHeHHs (popMaTHpPOBAHWE WM PECTPYKTYpPH3ALMIO HOCUTENeH HHPOpMaluu, yAaleHue
JIAHHBIX );

- HEKOMIIETEHTHOE MCII0JIb30BaHHE, HACTPOMKA MM HENPABOMEPHOE OTKJIFOYEHHE CPEJICTB 3allUTHI.

442. Ilytm peanusalud [pEeJHAMEPEHHBIX HMCKYCCTBEHHBIX (CYOBEKTHBHBIX) YIpo3
HHGOpMAITHOHHOH O6€30MacHOCTH. :

OcHOBHBIE BO3MOXHBIE IYTH YMBIIUICHHOH Je30praHu3auud paboThl, BHIBOJA 3JIEMEHTOB
HHQOPMAIHOHHBIX CHCTEM H3 CTpOs, HECAaHKIIMOHMPOBAHHOIO JoCTyna K uHpopmauuu (c
KOPBICTHBIMH LIEJISIMH, 110 TIPHHYKICHHIO, H3 )KEITaHUS OTOMCTHTB):

- YMBIIUICHHBIE JeHCTBHSA, TMPUBOAAIIME K YaCTHYHOMY HJIM  [IOJIHOMY  HapyIUEHHIO
(YHKIIMOHAJILHOCTH 3JIEMEHTOB HH(POPMAIIMOHHBIX CHCTEM Y UpeKACHHUS;

- JEHCTBMS NO JAe30praHu3aiid (PYHKIIMOHMPOBaHWS HHQPOPMALMOHHBIX CHCTEM YUpEKICHHS,
XHIIEHWE O3JEKTPOHHBIX JOKYMEHTOB M HOcHTelned uHopMaluu; HECaHKIIMOHHPOBAHHOE
KOITMPOBAHHE 3JIEKTPOHHBIX JOKYMEHTOB M HOCHTENEH HHpOpMaIuH;

- YMBIIIJICHHOE HCKaXKeHHe HH(OpMAIUK, BBOJ HEBEPHBIX JTaHHBIX;

- OTKJIIOYEHHE HWJIM BBIBOJ M3 CTpOs MOJACHCTEM obecnedyeHHS (QYHKIMOHHPOBAHHS JJIEMEHTOB
HHQOPMAIIMOHHBIX CHCTEM (DJIEKTPOIHTAHUS, OXJIAXICHUS W BEHTH/ISALWH, JIMHHH W anmaparypbl
CBSI3H);

- IEPEXBAT JaHHbIX, IEPE/IaBacMbIX 110 KaHaJIaM CBSA3H U HX aHAJIU3;

- HE3aKOHHO€ [OJIyYeHHE aTpuOyTOB pasrpaHH4YeHHs JOCTyna (MCHONb3ys XajlaTHOCTh
N0JIb30BaTENIEH, ITyTEM NOIEIKH, Toadopa napoJis);

- HECaHKIMOHMPOBAHHBIA JOCTYN K pecypcaM HH(POPMAIMOHHBIX CHCTEM ¢ paboduxX CTaHIui
aBTOPH30BaHHBIX CYOBEKTOB 0CTYNA;

- XMIIEHHE HJIM BCKPBITHE MH(POB KPUNTO3AUMIMTEI HHGOPMAIIHH;

- BHEJIPEHHE almapaTHBIX M IPOrPaMMHBIX 3aKJIaJOK C IENbI0 CKPBITHO OCYHIECTBIATH HOCTYIN K
HHQOPMALIMOHHBEIM  pecypcam HWIH  Jle30praHu3aliu (GyHKIIHOHHPOBAHUSA 3JIEMEHTOB
MHQOPMALIMOHHBIX CHCTEM Y YpeXACHHS;

- HE3aKOHHOE MCIIOJIb30BaHHE 3JIEMEHTOB MH(OPMAIMOHHBIX CHCTEM, HApYIIAIOIee MpaBa TPETHHUX
JIHIIL;

- NPUMEHEHHE MMOJICITYIIHBAIOIUX YCTPOWCTB, (OTO W BHAEO ChEMKA JUISI HECAHKIMOHHPOBAHHOIO
cbema HH(pOopMaIHu.

4.5. ITyTu peanu3alliy OCHOBHBIX €CTECTBEHHBIX YIpo3 HHPOpMAMOHHON 6€30NacHOCTH:

- BBIXOJl M3 CTpOsi 00OpynoBaHHS HMH(OPMALMOHHBIX CHCTEM H 00OpYyIOBaHHS OOECIeYeHHs ero
(GYHKIIMOHUPOBAHHUS;

- BBIXOJ] M3 CTPOS HJIH HEBO3MOXKHOCTD UCIOJIb30BAHUS JINHUH CBSI3H;

- IO’Kaphl U CTHXHUHHBIE O€CTBHSI.

4.6. Mozenb BO3MOXKHBIX HAPYIIHTEEH.

4.6.1. Tunel HapymUTENEH:

C y4eTom KaTeropuH JHI, MOTHBALHH, KBATH(DHUKAIINH, HATHYHS CTICLHATBHBIX CPE/ICTB:

HexkomnereHTHBI (HeBHHMATeNBHBIH) MONB30BaTeNh — pabOTHHK Vupexnenus (wim
nojipa3/ie/ieHs BHEIHEW OpraHu3alliy, 3aHUMarolencs obcmyxuBanineM HHGOPMALIHOHHBIX CHCTEM
YupexzieHus), NpeANPHHUMAIOIMI TONBITKH BBIIOJHEHUS 3alpelleHHBIX JEHCTBHH, J0CTyma K
3alMIIAEMBIM pecypcaM HHQOPMAIlHOHHBIX CHCTEM C IPEBBIIIEHHEM CBOMX IIOJHOMOYHIA, BBOJA
HEKOPPEKTHBIX JaHHbIX, HAPYIICHHs MPABHJI U PErJIAaMEHTOB paboThl ¢ MHpOpManuei, IeicTBYs 1Mo
OIHOKe, HEKOMIETEHTHOCTH HJM XaJIaTHOCTH 0€3 yMBICJIAa M MCHOJIB3YIOIHH IPH 3TOM TOJBKO
LITATHBIE CPEJICTBA;

Jhobutens — paboTHHK YupexaeHus (WM TOApasJeNeHHs BHEIIHEH OpraHu3aiuH,
3aHMUMAIOLIEHCS 00CITY)KHBAaHHEM WH(OPMAIHOHHBIX CHCTEM YUpEKICHHS), NBITAIONIUNACA HAPYIIHTH
CHCTEMY 3allluThl 6€3 KOPBICTHBIX IIeJIei, YMBIC/IA WK JUISl CAMOYTBEPIKICHHS.

IIpu 5TOM HCMONB3YIOTCS pasIHYHbIE METO/bI MOTyYeHHs JOTOJIHHTENBHBIX TIOTHOMOYHI 0CTyNA
K pecypcaM, HEJIOCTaTKH B NOCTPOCHHH CHCTEMBI 3alllMThl M JOCTYIHBIE €My IITATHBIE CPEJCTBA
(HeCaHKIIHOHMPOBAHHBIE JIEHCTBUS IIOCPEICTBOM NPEBLINIEHUS CBOMX MOJTHOMOYHI HA HCIIOIb30BAHHE
Pa3pelICHHBIX CPEICTB), HELITATHBIE MHCTPYMEHTANBHbIE M TEXHOJNOTHYECKHE IPOrpaMMHBIC




Cpe/CTBA, CaMOCTOSATENBHO pa3pabOTaHHBIE IMPOrpaMMbl KM CTAHJAAPTHBIC JIOTOJHUTEIbHBIC
TEXHUYECKHE CPE/ICTBA.

BHyTpeHHMII (BHEIIHHMI) 3JOYMBIIUICHHHK - aBTOPH30BaHHBIA CyOBEKT A0CTyna (NOCTOpOHHEe
JIMIO) JIEHCTBYIONIMHM IieJIeHANpPaBIeHHO (B TOM 4YHCJI€ B CrOBOpE C JIMIIAMH, HE SBIIAIOIIUMHUCH
paboTHuKaMH YupexaeHus). [Ipu 3ToM HCIIONB3YIOTCS METOABI X CPEAICTBA B3/IOMA CHCTEMBI 3aLIUTHL,
BKJTIOYAs areHTYPHBIE METOJIBI, TACCHBHBIE CPEACTBA (TEXHHYECKHE CPE/ICTBA MEPEXBara), METO/bI U
CpelcTBa aKTHBHOIO BO3JeHCTBHS (MOAM(HKAIMA TEXHHYECKHX CPEACTB, MOAKIIOYCHHE K KaHalaM
nepe/ladd  JaHHBIX, BHEJPEHHE MPOrPAMMHBIX 3aKJAJOK M HCHOJIb30BAaHHE  CHEHHUATbHBIX
MHCTPYMEHTAJIBHBIX M TEXHOJOIMYECKHX IPOrpamMM), a Takke KOMOMHAUMM BO3ICHCTBHi, Kak
U3HYTPH, TaK U U3BHE Y YPEK/ICHHS.

4.6.2. BuyTpeHHHe HapyLIUTENH:

BHYTpEeHHHM HapyIIHTEIeM MOXET ObIThb JIMIO M3 CIEAYIOUMX KaTeropuii pabOTHHKOB
VupexaeHus:
- 3apPeriCTPUPOBAHHBIE IOJB30BATEIH M IEPCOHAN, OOCIY)XKHBAIOIIMA TEXHHYECKHE CpeJCTBa
AH(OPMAIHOHHBIX CHCTEM Y UPEXKICHUS;
- pabOTHHKH, B TOM YHCJIE PYKOBOJHUTEIH, HE SBISIONIMECS 3aPEIrHCTPUPOBAHHBIMH NOJIb30BATE/IAMH H
He JOoNyIIeHHble K MHOOPMALMOHHBIM pecypcaM Y4UpexXIeHHs, HO MMEIOIIHe JIOCTYNl B 3/1aHHA H
MOMEIICHNUS;
- paGOTHHKM, B TOM 4HCJIE PYKOBOIMTENH, 3aleiCTBOBaHHBIE B pa3pabOTKe M CONPOBOXICHHH
IPOrpaMMHOI0 00ECTIEYECHHUS.

4.6.3. BHemnue HapyIIUTEIIN:

BHEIMHHM HapyUIMTEIEM MOXET OBITh JIMIIO U3 CIIEYIONIMX KATErOpHii:
- paboTHHKH YUpeXIeHHs, C KOTOPBIMHU NpeKpallleH (pacTOprHyT) Tpy/A0BOH JI0rOBOD;
- NPEACTaBUTE]H BHELIHHX OpraHW3allMi, 3aHMMAIOIMXCA Pa3pabOTKOM, MOCTABKOH, PEMOHTOM H
00CTy’)KHBaHHEM 3JIEMEHTOB HH(OPMAIMOHHBIX CHCTEM;
- YJICHBI TIPECTYIHBIX OpPraHU3aliii WK JIMLA, JSHCTBYIOMIHME 110 UX 33aJJaHHIO;
- JIMIIA, CIYYaiHO WM YMBIIUIEHHO IPOHHUKIINE B JIOKAJIbHYIO BEIMHCIHTEIBHYIO CETh Y YPEXKACHHS H3
BHEIIHUX TEJIEKOMMYHHUKAITMOHHBIX CeTel (XaKephl);
- aJIMMHHCTPATOPHl ABTOMATH3HPOBAHHBIX CHCTEM YUpEXICHHs, HMEIOIHE HEOrPAHHYEHHBIH 10CTYII
K HMHOOPMALMOHHBIM pecypcaM KOMIIOHEHTOB KOPIOPaTHBHOH HWH()OPMAIMOHHOH CHCTEMBI.
AJIMHHHCTPATOphl ABTOMATH3UPOBAHHBIX CHCTEM MOTYT OTHOCHTBCS KaKk K BHEHIHHM, TaK H K
BHYTPEHHUM HapyIIUTEIISAM.

4.7. VYrteuka wuHpopMamuu nO TexHHYeCKHMM KaHajaMm IIpm mnpoBeneHMH MEpONPHUATHH U
SKCIUTyaTallii TEXHUYECKUX CPEJCTB YCTAHABIMBAIOTCS CIIEAYIOIME KaHAIBI YTEYKH HIIH HapylIeHUs
LEJOCTHOCTH MH(POpPMALIMH, HapyIIeHHS pab0TOCTIOCOOHOCTH TEXHUYECKHUX CPEJICTB:

- moOOYHbIE AJIEKTPOMArHUTHBIE H3JTydeHHs MHPOPMATHBHOIO CHIHAla OT TEXHHYECKHX CpE/ICTB
VupexaeHus U THHUH nepeiadu HHGopManmu;

- HaBOJAKH HH(OPMATHBHOrO CHrHana, oOpabaThiBAEMOro TEXHWYECKHMH CpPEICTBAMH JIOKAIbHOM
BBIYMCIIUTENILHOM CeTH YUpexIeHus, Ha IPOBO/Ia M TMHUH, BEIXO/AIIKME 3a ITPEJIENIb KOHTPOJIHPYEMOi
30HBI YUpex/IeHHs, B T.4. HA ETIX 3a3eMJICHHUS U 3JIEKTPONIUTAHNUS;

- DIEeKTPHYECKHE CHUTHAJIbl WIH PpaJHOM3IIydeHHs, OOYCIOBJIEHHBIE BO3JICHCTBHEM Ha CpeICTBa
nepejgaud HHGOpMAIMK BHICOKOYACTOTHBIX CHTHAIOB, CO3aBaEMbIX C IIOMOINBIO pa3Be/IbIBATEIbHOM
anmaparypsl, o 3¢Gupy u npoBojam, MO0 CUTHAIOB MPOMBILIUIEHHBIX PAJHOTEXHHYECKHX YCTPOUCTB
(panmoBeaTenbHble, paHOIOKAMOHHBIE CTAHIIMHU, CPEJICTBA PAJIMOCBS3H U T.I1.), © MOAYJISAIHEH UX
WH(OPMATHBHBIM CUTHAJIOM;

- aKyCTHYecKOe H3JIyuyeHHe HH(POPMATHBHOIO PEYEBOTO CHTHAJlAa WIIM CHrHajia, OOyC/IOBJIEHHOIO
(GYHKIIMOHHPOBAaHUEM TEXHUYECKHX CpeCTB 00paboTKH HH(pOpMALHH;

- HNEKTPHYECKHE CHIHAJIbl, BO3HUKAIOIIHE MOCPEACTBOM NpeobpazoBanus WHGOPMATHBHOIO CHTHAIA
W3 aKyCTHYECKOTO B JJIEKTPHYECKHH 3a cueT MUKpOo(OHHOro 3ddexkra U pacnpoCTpaHSIOIHECS 110
MPOBO/IaM M JIMHUAM Tiepeiaqyn HH(opMaruu;

- BHOpallMOHHBIE CHTH&IBI, BO3HHKAIONIME TIOCPEJACTBOM npeodpa3oBaHHs HHGOPMATHBHOIO
aKyCTMYECKOTO CHIHajla NpPH BO3JEHCTBHH €ro Ha CTPOMTENbHbIE KOHCTPYKLIMH W HHKEHEPHO-
TEXHUYECKHE KOMMYHHKAIIMM BBIJIETICHHBIX TOMELICHHUH;

- BO3/ICHCTBHE HAa TEXHHYECKHE WJIM NPOrpaMMHBIE CpPEJACTBA B MLEJSX HApPYLIEHHS LEIOCTHOCTH
(YHHUTOXEHHS, HCKaxKeHHs) HH(popmanuu, pabOTOCIOCOOHOCTH TEXHHYECKHX CPEJICTB, CPEICTB




3alIUTHl HHOOPMALIMH, aJIPECHOCTH W CBOEBPEMEHHOCTH HH(POPMALMOHHOrO OOMEHa, B TOM YHCIIE
3JIEKTPOMarHUTHOE, 4Y€pe3 CHENHAJIbHO BHEIPECHHBIC JJIEKTPOHHBIE H TIPOrpaMMHBIE CpEJICTBA
(«3aKmaiKu»);

- nepexBaT MH(pOPMAIIHU WM BO3JCHCTBHE Ha HEE C HMCIIOJIb30BAHHEM TEXHHYECKHX CPEJICTB MOXET
BECTHCh HEMOCPEJCTBEHHO M3 3[aHMM, PACIONIOKEHHBIX B HETIOCPEJCTBEHHOM OJIM30CTH OT 00BEKTA,
MECT BPEMEHHOTro npeObIBaHMS, 3aMHTEPECOBAHHBIX B IepexBaTe WHPOPMALMK WM BO3JICHCTBHH Ha
Hee JIMIl MpH IOCEIICHHH HMH YUYpekKICHHS, a TaKkKe C MOMOIIbI0 CKPBITHO YCTaHaBJIMBAEMOH
aBTOHOMHOM aBTOMAaTHYECKOM anmaparypsl.

V. OcHoBHBIE NPpHHIHIILI NOCTPOCHHA CHCTEMBI 3AIHTHI ambopmamm.

[TocTtpoeHne cHCTeMBI 3amUTHl HHGOpPMAWH YUpexAeHHs H ee (yHKIMOHHPOBAHHE JODKHBI
OCYIIECTBJISATECS B COOTBETCTBHH CO CIIEAYIOIMMH OCHOBHBIMHU IIPHHIIHITIAMH:

5.1. 3aKOHHOCTb.

Ilpennonaraer OCyIIECTBIEHHE 3aIMTHHIX MEPONPHUATHH M pa3pabOTKy CHCTEMBI 3alllHThI
uHpopmanuu VYupexJeHHss B COOTBETCTBHH C JECHCTBYIONIMM 3aKOHOJATENBCTBOM B o00jnacTu
uHopmanuu, uHGopMaTH3aLUK U 3aIIUTHI HHQOPMAIIMHU, a TAKKe APYTHX HOPMATHBHBIX aKTOB IO
uH(pOpMaLHOHHON 6€30MacHOCTH, YTBEPXK/ICHHBIX OpraHaMH IOCy/1IapCTBEHHOMH BJIACTH.

[Tpunsiteile Mepsl HHQOPMAMOHHOW 6€30MacCHOCTH HE JOJDKHBI MpPENSATCTBOBATH JOCTYIY
[IPaBOOXPAHUTENbHBIX OPraHOB B IPEAYCMOTPEHHBIX 3aKOHOJATENIbCTBOM ClIydasXx K pecypcam
KOHKPETHBIX HH(POPMALIMOHHBIX cHCcTeM. Bee nosb3oBarend HHOOPMAILIHOHHBIX CHCTEM Y YpEexkKICHHS
JIOJDKHBI MMETB TpeICTaBlIeHHe 00 OTBETCTBEHHOCTH 3a IIpaBOHAPYIIEHUs B 001acTH HHPOpPMALIUH.

5.2. CHCTEMHOCTb.

CucTeMHBIH MOAX0/ K NOCTPOSHHIO CHCTEMBI 3alUTh HHPOPMALIMK B YYPEXKICHHH MpEAnonaracT
y4€T BCEX B3aMMOCBS3aHHBIX, B3aHMMOJCHCTBYIOIIMX M H3MEHSIOIIMXCS BO BPEMEHH 3JIEMEHTOB,
ycnoBuH W (aKTOpOB, 3HAYMMBIX JUIi TIOHWMaHHS H pelleHuss TnpobneMsl obecnedeHus
uHpopManuoHHON Ge3zonacHocTd YupexaeHus. [Ipu co3gaHuM CHCTEMBI 3alUTHI YYUTHIBAIOTCS BCE
cnabple ¥ Haubosee ys3BHMBIE MecTa WH(GOPMALMOHHBIX CHCTEM YUpeXJIeHHs, a TaKKe Xapakrep,
BO3MOJKHBIE OOBEKTBI M HaNpaBJICHHS aTak Ha HeE CO CTOPOHBI HapylMTeNneH, TMyTH
HECAaHKIIMOHMPOBAaHHOro Joctyna K mHpopmamuu. CucreMa 3alIMTHl JO/DKHA CTPOHMTHCS C Y4ETOM
BO3MOKHOCTH NOSIBJICHUS IPUHIMITAATIBHO HOBBIX MyTeH pealn3aluu yrpo3 6€30macHOCTH.

5.3. KOMIJIEKCHOCTB.

KoMmimiiekcHoe HCIonb30BaHME METOJOB M CPEACTB  3aIUTHI  MH(MOPMAIIMOHHBIX CHCTEM
NperosaraeT CorjiacoOBaHHOE NMPUMEHEHHE MPOrPAaMMHBIX H TEXHHYECKHX CPEICTB MPH MOCTPOSCHHH
IIEJIOCTHON CHCTEMBI 3alllMThI, NEPEKPhIBAIOLICH BCEe 3HAUMMBIE KaHAJIbLI peai3allii yrpo3. 3aiura
JIOJDKHA CTPOMTBCS SLIEJTOHHPOBaHO. BHemHss 3ammra aomkHa obecnednBaThbes (U3HYECKHMH
CpeACTBaMH, OPraHH3allMOHHBIMHA M IPABOBBIMH MEPaMH.

5.4. HenpepbIBHOCTH 3aIIMTHI.

Jlns  obecnedyeHHss  3TOro  NpHHIHMNA  HeoOXOAWMa  MOCTOSHHAs  OpraHW3alHOHHAsA
(amMMHHCTpaTHBHAsA) MOJJIEPXKKa (CBOEBpEeMeHHAas CMeHa M o0ecreueHHe MPaBHIIBHOTO XpaHEHHs H
NPAMEHEHHsT WMEH, Maposiel, Kmoded mmpoBaHHs, Nepepacnpenenenie noaHomounii). [Topsmok
MOJyYeHHs JI0CTyNa K HHGOPMaIMOHHBIM pecypcaM perjiaMeHTupyetcs B MHCTpYKIMH MOJIb30BaTeNs,
OCYIIECTBIISIOMETO 00paboTKy NEPCOHATBHBIX IAHHBIX Ha 00BEKTaX BHIYUCITHTEIBHOM TEXHUKH.

5.5. CBOEBpEMEHHOCTb.

[Ipennonaraercs ynpexaaromuii xapakrep Mep obecriederus HHGOPMAIMOHHOM 6€301aCHOCTH, TO
€CTh MOCTAHOBKA 3a/la4 10 KOMIUIEKCHOHM 3amuTe MHpOpMAlMud M pealu3anus Mep obecrnedyeHus
Oe3onacHOCTH HHGOPMALMK HAa PAaHHUX CTAIMAX pa3paboTku HHPOpMAaMOHHBIX cucTeM. PaszpaboTka
CHCTEMBI 3allMTBI BEIETCS INapajiellbHO ¢ pa3paboTKON M pa3BUTHEM CaMO# MOJexalnei 3ammre
HH()OPMAIIHOHHOW CHCTEMBI.

5.6. IIpeeMCTBEHHOCTh U COBEPIIEHCTBOBAHME.

IIpeanonaraer NOCTOSHHOE COBEPIICHCTBOBAHHE MEP M CPEJCTB 3alIMTHI HHOOPMAIMH HA OCHOBE
NPEEMCTBEHHOCTH OPraHM3allMOHHBIX M TEXHHYECKHX peIIeHH#, KaJpOoBOr0 COCTABa, AHAIIM3a
(yskumoHnpoBaHKS HHYOPMALMOHHBIX CHCTEM YUPEKIEHHUS B CHCTEM MH(OPMAIMOHHOM 3alUThI C
Y4€TOM M3MCHEHHH B METOJAax M CPEJCTBaxX mepexsara HHGOpPMAIWH, HOPMATHBHBIX TpeOOBaHH 1O
3allUTe, IOCTUTHYTOr0 OTEYECTBEHHOTO H 3apy0e)KHOr0 OIBITA B 3TOM 00/1aCTH.




5.7. IlepcoHanbpHas OTBETCTBEHHOCTD.

[Ipeanonaraer BO3JIOXKEHHE OTBETCTBEHHOCTH 3a obecredyeHue MHGOpMALMOHHON Oe30macHOCTH
Ha Kaxaoro paboTHMKa B mpejenax ero MOJHOMOYMH. B COOTBETCTBHM C 3TMM INPHHIMIIOM
pacrnpe/esieHue npas i 00s3aHHOCTeNH paOOTHHKOB CTPOUTCS TaKUM 00pa3oM, 4ToOBI B Cilydae J1o00ro
HapyIIeHHUs KPYTI BHHOBHHKOB OBLT YETKO M3BECTEH MM CBEJICH K MUHUMYMY.

5.8. MuHHUMH3ALUS [TOJTHOMOYHIA.

[Ipeanonaraer npefocTaBieHHe MOIB30BATE/SIM MUHHMAIBHBIX 1paB JI0CTYNa B COOTBETCTBHH CO
ciyxebHoit HeobxomumocTeio. Jloctyn Kk mHGOpMauUH JODKEH IPEJOCTaBISATBECS TOJBKO B TOM
ciydae W 00béMe, ecim 3TO HeoOXoAuMO pabOTHHKY JUIS BBINOJHEHHS €ro JOJDKHOCTHBIX
0053aHHOCTEH.

5.9. I'nbxocTh cHcTeMbl HHPOPMALIHOHHOH O€3011aCHOCTH.

[Ipeanonaraer cnocoOHOCTh CHUCTEMBI WHGOpPMAIIMOHHOW ©Oe30MacHOCTH pearHpoBarb Ha
WU3MEHEHHs] BHENIHEH Cpe/ibl H YCIIOBHH OCYIIECTBIICHHS Y UPEKIACHHEM CBOCH JIeATENbHOCTH. B uncio
TaKMX U3MEHEHHH BXOMIAT:

- U3MEHEHHS OPraHU3allMOHHOM M IITAaTHON CTPYKTYPHI Y UpeXKICHHS;
- H3MEHEHHe CYIIECTBYIOLIMX WIH BHEIPEHHE IPHHIMITHAIBHO HOBBIX HHPOPMAIIMOHHBIX CHCTEM;
- BBOJI B 9KCILTyaTallHIO HOBBIX TEXHUYECKHX CPE/CTB.

5.10. ITpocToTa IpUMEHEHHS CPEACTB 3alUThL

Mexanu3Mbpl ¥ METOZBI CHCTEMBI 3aIIUTEI HH(OPMAIMK JODKHBI OBITE MOHSATHBI M IPOCTHI B
ucnonb3oBaHuH. [IpHMEHEHHE CPEACTB M METOJOB 3alllUTHl HE CBA3aHO CO 3HAHHMEM CIEIHAIBHBIX
S3bIKOB MJIA C BBINOJIHEHHEM JEHCTBHi, TPeOYIOIUX 3HAYHTENIbHBIX NONOJHHTENIBHBIX TPYAO3aTpar
npu oObI9HOM paboTe 3aperHCTPHPOBAHHBIX MOJIB30BaTENEH, a Takke He TpebyeT OT mosb3oBaTesis
BBITIOJTHEHHS MAJIOTIOHATHBIX €MY OTepallHii.

5.11. O60ocHOBaHHOCTH U TEXHHYECKas Pealu3yeMOCTb.

IIpeanonaraer, 4to WHGOPMAIMOHHBIE TEXHOJIOTHH, TEXHHYECKHE M INPOTPaMMHBIE CpE/ICTBa,
Cpe/icTBa M Mepbl 3allUThl WHOOpPMAIMH PEATU3YIOTCS Ha COBPEMEHHOM TEXHHYECKOM YPOBHE H
000CHOBaHBI ISl JOCTHIKEHHS 3aJlaHHOIO YpOBHS 0e30macHOCTH HHGpOPMAIMH H SKOHOMHYECKOH
1enecoobpa3sHOCTH, a TaKkKe COOTBETCTBYIOT YCTAHOBJIGHHBIM HOpPMaM M TpeOOBaHHSM 110
6e3onacHocTH HHGOPMAIHH.

5.12. Cnennanu3anus 1 npoeccCHOHATH3M.

IIpennonaraer mpuBiedeHHe K pa3paboTKe CpPeIACTB M peaM3allid Mep 3aimuThl HHpopMaimu
CreNUaTM3HPOBAHHBIX OpraHu3anuii, HanboJee NOArOTOBIEHHBIX K KOHKPETHOMY BH/IY AESTEIbHOCTH
1o obecneyeHuIo 0e30nacHOCTH HHPOPMAITHOHHBIX PECYPCOB, HMEIOIIMX OIBIT MPAKTHYECKOH paboThl
U TOCYJapCTBEHHYIO JIMIEH3HIO Ha IpaBO OKa3aHHA ycayr B 3ToH obmactu. Peamusaius
aJIMHHHUCTPaTHBHBIX MEp M OJKCIUTyaTallds CpPEeACTB 3alMThl OCYINECTBISETCS MPO(eCcCHOHATBHO
MOATOTOBJIEHHBIMH CHENMATNCTAMH 3AIMUTH HHQOPMALUK Y YPEIKICHHUS.

5.13. O6s3aTenbHOCTE KOHTPOJIS.

[Ipennonaraer 00s3aTeNBbHOCT M CBOEBPEMEHHOCTH BBISBICHHS M TPECEYEHHS MOMBITOK
HapyIIEHHsl YCTAHOBJICHHBIX NpaBui obecneueHus 6e3onacHocTH HHOOPMAIIHH.

KoHTpoJb 3a AesTensHOCThIO IF000Tr0 MOoJb30BaTels, KaXI0ro CPeACTBa 3alllMThl U B OTHOIIECHHH
moboro 06bEKTa 3alUThl OCYIIECTBIISIETCS HA OCHOBE IPUMEHEHHS CPEJICTB OIIEPATHBHOIO KOHTPOJIS
W PErHCTpallid M OXBaThIBaeT CAHKIMOHUPOBAHHBIE W HECAHKIIMOHHPOBAHHBIE JEHCTBHUS
nonb3osarenei. BeiiBieHHBIE pabOTHHKaMH  YYpekJIeHHs HEJOCTATKH CHCTEMbl  3alIUThI
MH(OpMalMK JIOBOJATCS JO CBEJCHHS HENOCPEACTBEHHOr0 pykoBoauTens. O CyIECTBEHHBIX
HEJI0CTaTKaxX coodImaeTcs pyKOBOOUTEO Y UperkICHUS.

VI. Mepsl, MeToABI H cpecTBa o6ecnevenuss HHPOPMANHOHHOIN Ge30nacHoCTH.

6.1. Mepnl obecnieueHuss HHGOPMAMOHHOH 0€30MacHOCTH.

6.1.1. 3akoHonarensHBle (IIPaBOBBIE) Mephl obecnieyeHus WHOOPMANMOHHOH 6GE30MacHOCTH K
NpaBOBBIM MepaMm olecnedenus HMHGOPMAIMOHHOM OG€30MaCHOCTH OTHOCATCS JEHCTBYIOIIME B
Poccuiickoii @ezepaiuy 3aKOHOJATENbHbIE M HHBIE HODMAaTHBHBIE AaKThI, PErJIAMEHTHPYIOIIHE
npaBuna obpamieHus ¢ HHpOpManMel, 3aKpemUIMiONMe IpaBa W O00A3aHHOCTH YYaCTHHKOB
MHQOPMAllMOHHBIX OTHOINEHHWH B mpomecce ee O0OpabOTKM M HCIONb30BaHHS, a TaKkKe
YCTaHaB/IMBAIOLIME OTBETCTBEHHOCTh 3a HApyIIeHHs 3THX npaBui. IIpaBoBbie Mepsl obecreyeHus
HH(pOPMALHOHHON 6e30MaCHOCTH HOCAT YIpEeXIAIOouIMii, NpoQuIaKTHIECKHi XapaKTep H TpeOyoT




NOCTOSSHHOM pa3’bSCHHUTEbHOW paboThl ¢ IMOJB30BATEIAMH M OOCIIY)KMBAIOIIUM TEPCOHAIIOM
HHOOPMAILIHOHHBIX CHCTEM Y UpEKICHHUS.

6.1.2. Texnomoruueckne Mepsl obecredyeHuss HHGOPMANMOHHONW OE30MaCHOCTH K JJAHHOMY BHIY
mep obecnieyenuss WHPOPMALMOHHON O€30MaCHOCTH OTHOCATCS TEXHOJOTHYECKHE pEIIEeHHS H
IPHEMBI, HANpaBJIeHHbIE HAa YMEHBIICHHE BO3MOXXHOCTH COBEpIIeHHS paOOTHHKaMH OLIMOOK M
HapyLICHUH B paMKax MpeI0CTaBICHHBIX UM MPaB U MOJTHOMOYHIA.

6.1.3. OprasuzaunonHsle (aAMHHHCTpPAaTHBHBbIE) Mepbl obecnieueHuss MHEOOPMAIMOHHOMN
Oe3onacHOCTH.

Oprauu3anuoHHble (aIMHHUCTPATHBHEIE) Mephl obecnedenus WHGOpMALMOHHOK Ge3omacHoCTH —
3T0  Mephbl OPraHW3alMOHHOIO XapakTepa, perjJaMEeHTHPYIOIIHE Ipouecchl (yHKIMOHHPOBAHHS
cucTeMbl 00pabOTKM JaHHBIX, MCIOJNb30BAaHHE €€ pECYpCoB, JEATENBHOCTh OOCITY’KHBAIOLIETO
nepcoHala, a TakKe MOpsI0K B3aWMOJIEHCTBHS MOJIb30BaTeNe ¢ CHCTEMOH TakuM 00pa3oM, 4ToObI B
HauboNbIIEH CTENEHW 3aTPYAHUTH MM HMCKIIOYMTH BO3MOXXHOCTH pealH3aliu yrpo3 6e30macHOCTH
WM CHM3HTH pa3Mep MOTEph B cllydyae WX peanusanuu. OpraHu3allMOHHBIMHU (aIMUHUCTPATHBHBIMH)
MepaMu obecneuenuss HHPOPMaIIMOHHOH 6€30MaCHOCTH ABJISIOTCS:

- perjiaMeHTalusl JOCTYIA B 3[JaHHe Y YPEXKICHHS;

- periaMeHTanus Jonycka paboOTHUKOB K HCIIOJIb30BaHHIO HH(OPMALIMOHHBIX PECYPCOB;

- aHayiu3 TpeOOBaHHUH K 3JIEMEHTaM CHCTEMbI Ha OCHOBE 3as{BOK MOJb3oBaTelieif Ha 0OCiy)KUBaHUE H
MoMHKaIHIO annapaTHBIX H MPOrpaMMHBIX PECYPCOB;

- obecrieyeHHe M KOHTPOJb (PU3UYECKOM MEIOCTHOCTH (HEM3MEHHOCTH KOH(HIypalmu) CpeicTB
BBIYHCIIMTEILHOH TEXHHKH,

- oOy4eHue nonp3oBarenei; JesTenbHOCTD M0 obecnedeHnio HHPOPMALMOHHOM 6e30MmacHOCTH;

- ycnoBus  0o0paboTkM  MHOOPMALMOHHBIX  PECYpcoB  KOH(PHACHIMAIBHOIO  XapakTepa,
OTBETCTBEHHOCTh 3a HApYIIEHHS YCTAHOBIICHHOTO TOpPSOKa TII0Jb30BaHUsA HH(POPMAIHOHHBIMH
pecypcaMu YUpexIeHHus.

6.1.4. ®uznueckue Mepsl obecrieueHnss HHYOPMaIHOHHOM 6€30MacHOCTH.

Ousnueckue mepnl obecnedeHuss HHGOpMAIMOHHON 06€30MaCHOCTH OCHOBaHBI Ha MPHUMEHEHHH
MEXaHHYECKUX, ONEKTPOHHBIX WIH  JJIEKTPOHHO-MEXaHHYECKHMX  YCTPOMCTB,  CHEIHAIBHO
NpeJHa3HauYeHHBIX JUIS CO3JaHus GU3MYECKUX MPENATCTBHI HAa BO3MOXKHBIX MYTAX MPOHUKHOBEHHS M
JIOCTYNa TIOTEHLIMAIBHBIX HapylUIMTeNeH K 31eMeHTaM HHQ)OPMAIMOHHBIX CHCTEM M 3alIMINAeMO
HHPOPMAIHH.

6.1.5. Texuudeckue Mepbl obecrieyeHuss HHYOPMAIIHOHHON 6€30MacHOCTH.

Texnuueckue (annapaTHO-IpOrpaMMHBIE) Mepbl oOecriedeHHss HH(POPMAMOHHONW 6Ge30macHOCTH
OCHOBaHbI Ha HCIOJIb30BaHHH IEKTPOHHBIX YCTPOHCTB M CHEIHAIBHBIX IMPOTPAMM M BBIMOJHAFOIHMX
(caMOCTOSATENILHO HIIM B KOMIUIEKCE C JPYTHMH Cpe/ICTBaMH) GYHKUIWH 3aUTHI (MACHTH(GHUKALMIO U
ayTeHTH(QHKAILMIO TIOJb30BaTeNel, pasrpaHHYeHHe [JOCTyNa K pecypcaM, PErucTpaiHio CoObITHI,
Kpunrorpaduyeckoe 3akpeiTiHe HHGOPMALHH).

VII. Ocobennocrn 06paboTkn nHGOpMAaLHH, CoAepkKAMIEli NEPCOHATLHBIE JaHHbIE.

7.1. Bee nepconanbHble JaHHbIE CyOBeKTa YUpexIeHHs CleayeT Moy4arh Y Hero camoro (s
ofyuaromuxcs YupexIeHHs OT poauTeneidl — 3aKOHHBIX npexacrasureneil). Eciu nepconansHble
JJaHHBIC BO3MOXKHO IMOJYYHTh TOJBKO y TPEThEeH CTOPOHBI, TO CYOBEKT NEPCOHAIBHBIX JIAHHBIX
NOJDKEH OBITh YBEZIOMIIEH 00 3TOM 3apaHee M OT Hero J0JDKHO OBITh MOJy4EeHO MHCHMEHHOE COTIACHE.

JlomxHOCTHOE MO YYpexXIeHHs T0DKHO COOOIIHUTE CYOhEeKTY NEPCOHATBHBIX JaHHBIX O IesX,
MpeAnoiaraéMbIX HCTOYHHKAX H CIIoco0ax MoydeHHUs EPCOHAIBHBIX JaHHBIX, @ TAK)KE O XapaKTepe
nojuiexanux nonydenuio [1/1 u mocnencTsusx oTkasa JaTh MUCBMEHHOE COTJIACHE HA MX TOJTy4YEHHE.

7.2. YupexaeHue He MMeeT IpaBa IOJy4aTh W oOpabarhiBaTh JaHHbBIE CYOBEKTa NMEPCOHATBHBIX
JAHHBIX O €ro pacoBOM, HAMOHAILHOH NPUHAUIEHOCTH, IOJTHTHYECKHUX B3IJIS/1aX, PEJIUTHO3HBIX
1K punocodekux yoexrIeHHsIX, COCTOSIHHM 30POBbS, YaCTHOM XH3HH. B Clydasx, HEIoCpeICTBEHHO
CBSI3aHHBIX C BONPOCAMH TPY/IOBBIX OTHOIIEHHH, B COOTBETCTBHH cO CT. 24 Konctutynuu Poccuiickoi
®enepauun paboTonarens BOpaBe MOTydaTh H 00pabaThIBaTh JaHHBIE O YAaCTHOM JKH3HH paGOTHHKA
TOJIBKO € €T0 MUCEMEHHOTO COTJIaCHs.

7.3. CyObeKT NepcOHANBHBIX JaHHBIX CAMOCTOSTENFHO NPHHUMAET PEIeHHE O MPEJIOCTABJICHAN
CBOHX NEPCOHATBHBIX JIAHHBIX H Ja€T coriacue Ha ux oOpaboTKy.




7.4. OGpaboTKa yKa3aHHBIX JIaHHBIX BO3MOXKHA 0€3 ero cornacHsi B COOTBETCTBHH CO CT.0
®enepanbubM 3aK0HOM 0T 27.07.2006 Nel152 «O nepcoHabHBIX JAHHBIX).

7.5. Corznacue Ha 06paboTKy NEpPCOHANBHBIX NAaHHBIX O(GOpMIISETCS B IUCHBMEHHOM BHIIE.

7.6. IlucbMeHHOE corjiacue Ha oOpaboTKy CBOMX NMEpPCOHAIBHBIX JAHHBIX JOJDKHO BKIIOYaTh B

ceos:
- (pamuIMIO, UMS, OTYECTBO, aJpec CyOBEKTa MEPCOHAIBHBIX JaHHBIX, HOMEP OCHOBHOTO JIOKYMEHTA,
YIOCTOBEPSIOIIETO €ro JHYHOCTh, CBEJAECHH O JIaTe BbIJa4H YKa3aHHOI'O JIOKYMEHTA U BBIIABIIEM €ro
oprase; HauMeHOBaHHe ((haMHIMIO, MMS, OTYECTBO) U aJpec OIepaTopa, MOJNYHaloIIEero Corjiacue
cyObeKTa NepCcoHaNbHBIX JaHHBIX; 11e1b 00pabOTKH NEPCOHANBHBIX JAHHBIX; NEPEUYCHb NEPCOHAIBHBIX
JaHHBIX, Ha 0OpabOTKy KOTOpHIX Jaercsi corjacue CyObeKTa NEepCOHANbHBIX NAHHbBIX; NEPEYCHb
JIEWCTBHI C TEPCOHATBHBIX JAHHBIX HA COBEpIICHHE KOTOPBIX JaeTcs corjacue, oduiee OomucaHue
HCIIOJIE3YEMBIX OMEPATOPOM Croco60B 06paboTKH NEPCOHANBHBIX JAHHBIX; CPOK, B TE€YEHHE KOTOPOro
NIEUCTBYET COrJlacHe, a TakXKe MOPSIOK €ro OT3hIBa.

7.7. Cornacue Ha 00pabOTKY NEpPCOHAIBHBIX JMAHHBIX MOXeT OBITh OTO3BaHO CYOBEKTOM
NEPCOHANBHBIX JIAHHBIX IO MACHMEHHOMY 3aIIpOCy Ha HMsl IMPEKTOpa Y UpEXKICHHUS.

7.8. CyOBeKT NepcoHaNbHBIX JJAaHHBIX MMEET IIPaBO Ha MOJydeHHe clenylomel nHdopManu:

- CBEJICHMS O JIMLAX, KOTOPHIE HMEIOT JOCTYI K MEPCOHAIBHBIM JaHHBIM HJIH KOTOPHIM MOXET ObITh
IIpPe/IOCTABJICH TaKOW JOCTYII; NepedeHb 00pabaThiBaEMBIX MEPCOHAIBHBIX JaHHBIX H HCTOYHHK MX
T0JIyYEHHs; CPOKH 0OpabOoTKH MEPCOHANBHBIX JIJAHHBIX, B TOM YHCJIE CPOKH UX XPAHCHHS,

- CBEJICHHS O TOM, KaKHe FOPHIAMYECKHE TOCIIEACTBUS Ui CyObhEeKTa NEPCOHANBHBIX JaHHBIX MOXET
noBJeYb 3a coboi 06paboTKa ero NepcoHaNbHbIX JaHHBIX.

7.9. CyObeKT NepcOHaNbHBIX AaHHBIX BOpaBe TpeboBaTh OT OmepaTopa YTOYHEHHS CBOHX
NepCOHATBHBIX JIaHHBIX, HX GJIOKMPOBaHHS HIIM YHHYTOXKCHHS B CIIy4ae, EC/IH NepCOHANBHBIX JaHHBIX
SBJISIOTCS HENMONHBIMHM,  YCTapeBIIMMH, HEJOCTOBEPHBIMH, HE3aKOHHO TMOJIyY€HHBIMH WM He
ABJIAIOTCS HEOOXOIMMBIMH U151 3asiBICHHOH 1€ 06paboTKy.

7.10. CpeneHus O TEpPCOHAIBHBIX JIAHHBIX JOJKHBEI OBITH TMPEAOCTaBIEHBI CYOBEKTY
MEPCOHANBHBIX [AHHBIX ONEpPaTOpOM B JOCTYNHOH (hopMe, W B HHX HE JIOJDKHBI COAEPXKAThCs B
TIEPCOHANIBHBIX JaHHBIX, OTHOCSILIMECS K JPYTUM CyOBEKTaM NePCOHAIBHBIX JaHHBIX.

7.11. JlocTynm K CBOMM II€PCOHAJIBHBIM JIaHHBIM  IPEIOCTABIIAETCS CYOBEKTY NEpCOHANbHBIX
JAHHBIX MJIH €ro 3aKOHHOMY IMPEICTABUTENIO ONEepaToOpoM IIpH MOJYYEHHH NMHCbMEHHOI'O 3ampoca
cyObeKTa epCOHAIBHBIX JAHHBIX WM €ro 3aKOHHOro npeacTaBuTes. IIncbMEHHBIH 3anpoc J10/DKeH
OBITH aJJpeCOBaH Ha UMs JUPEKTOpa Y UpexKAeHUs WIH YIIOJITHOMOYEHHOIO PYKOBOIUTENIEM JIMLIO.

7.12. Cy6bekT B mpaBe O0XKaIOBaTh B YIOJHOMOYCHHBIH OpraH IO 3allMTe NpaB CyOBEKTOB
MEPCOHANBHBIX JAaHHBIX WJIH B CyAeOHOM NOpsKEe HENpaBOMEDHbIE ACHCTBHA MM Oe3zeicTBHs
IEPCOHANBHBIX JaHHBIX  JODKHOCTHBIX JIMI Y4YpexaAeHus npu o0paboTKe M 3alluTe €ro
MEPCOHATBHBIX JJaHHBIX.

VIII. O6si3anHO0CTH ¥ NpaBa A0/IKHOCTHBIX JIHII.

8.1. pykoBoauTens YupexJeHHs OpraHusyer paboTy MO IOCTPOEHHMIO CHCTEMbI 3allUThI
nHbOpMaMOHHOH CHCTeMBI. B yacTHOCTH:
- Ha3Ha4YaeT OTBETCTBEHHOIO 3a OpraHM3alMIO0 3alMThl MHGOpMAlMM W3 YHCIAa COTPYIHHKOB
YupexaeHus;
- YTBEP)KAAET KPYT JIKI], UMEIOLIMX JOCTYII K 3alIMIaeMoi HHGOpMaluu 1 MOPsI0K HX paboThI;
- YTBEPXKAAET KOMIUIEKT JOKYMEHTOB, OIpPEACHSIONIMX TMOJMTHKY B OTHOLICHMM  3allMThI
UHpOpPMAIMH B YYPSKACHHH, a TAKKE JIOKAIbHbIE AaKThl, YCTAHABIMBAIOLIMX IPOLEIYPHI,
HalnpasJIeHHbIE Ha TPEIOTBpAIllEHHE U BhISBIICHHE HapyIIeHHH 3akoHoaTenbecTa PO.

8.2. OTBeTCTBEHHBIH 3a 3alUTY HHPOPMALIHHU:
- pa3pabareiBaeT OpraHU3alMOHHO-PACTIOPSAMTENIbHBIE JOKYMEHTHI IO BONPOCAM  3alllUTHI
uHpopManuu npu e€ 06paboTke ¢ MOMOLIBIO HHOPMALIMOHHON CUCTEMBI;
- KOHTPOJIMPYET MUCIOTHEHUE MPUKA30B U PACTIOPSIKEHWH BBHIMECTOALNIMX OPraHW3allMii 10 BOIpoOcaM
obecneueHus 6e30nacHOCTH HHPOPMaLHH;
- obecrieunBaeT 3amMTy HHPOpPMAIMK, IUPKYIHPYIOIIEH Ha 00beKkTax HHPOpPMaTH3ALINH;
- NPOBOJUT CHCTEMATHYECKHH KOHTPOJIb pabOThl CHCTEM 3alIMTHl HH()OpMAIHH, NMPHMEHAEMBIX B
MH(POPMALMOHHOH CHCTEME, a TAK)KE 3a BBINOJIHEHHEM KOMIUIEKCA OpraHH3allMOHHBIX MEPOTIPHATHI
no obecneyeHuIo 6e30nacHoCcTH HHYOPMALIHH;




- IPOBOJIUT HHCTPYKTAX MOJIb30BaTeNeH HHHOPMAIMOHHON CHCTEMBI;
- KOHTPOJIHPYET BBHINOJIHEHHE aJMHHHCTPATOPOM HH(MOPMALMOHHOH CHCTEMBI O00s3aHHOCTEH MO
obecrnieyeHni0 (PYHKIMOHHPOBAHHSA CHCTEM 3alMTHl MHpOpMALUH (HACTPOHKa M CONPOBOXKJIECHHE
OJCHCTEMBI YIPABICHUS JOCTYIIOM IIOJIb30BaTeNs K 3allUINacMbiM MH(OPMALMOHHBIM pecypcam
HH()OPMAIIMOHHON CHCTEMBI, aHTHBHPYCHAs 3all[MTa, Pe3€PBHOE KOMMPOBAHUE JIAHHBIX U T.11.);
- KOHTPOJNMpYET TMOpSJOK Yy4éra ¥ XpaHeHHs MAaIIWHHBIX HOCHUTeNeH KOHQHICHIHAIbHOH
uHboOpMaInH; -
- yyacTByeT B paboTax 10 BHECEHHIO H3MEHEHHH B amnlapaTHO-MPOrpaMMHYIO KOHQHUIypanuio
HHPOPMAITHOHHON CHCTEMBI;
- ompefenseT MOPSAAOK H OCYIIECTBISET KOHTPOJIb PEMOHTA CPEJCTB BBIYHMCIIMTEIBHOM TEXHHKH,
BXOJISIIIMX B COCTaB HHPOPMALMOHHOH CHCTEMBI;
- NPUHUMAET MepHl M0 ONEpPaTHBHOMY M3MEHEHHMIO MapoJied IpH YBOJIBHEHMHM WM NE€PEMEIIEHHH
COTPYAHHMKOB, HMEBIIUX JOMYCK K HHYOPMAIIHOHHOH CHCTEME;
- TpeOyeT yCTpaHEHHs BhISBICHHBIX HAPYIIECHWH H HEIOCTATKOB, 1AaeT 00sA3aTeIbHbIC Ui HCIIOJHEHUS
yKa3aHHs 110 BolpocaM obecriedeHus TOJI0KEHHH HHCTPYKIHH 110 3aIuTe HHPOPMALHH;
- TpebyeT 0T pabOTHHKOB MPEACTABICHHS MUCHMEHHBIX OOBSICHEHHH MO (paKTaM HapyIIEHUS peXHMa
KOH(UIEHIHATBHOCTH;
- B Cllyyae BBIBJICHHS IONBITOK HECAHKIIMOHHPOBAHHOIO JOCTYNa K MH(OPMAIMH WM MONBITOK
XHUIICHHUS, KOIHUPOBAHHSA, M3MEHEHHS, HE3aMEUIMTEIbHO [PHHHUMAET MeEpPbl IIPECEYEHHS H
JIOKJIaBIBAET PYKOBOJAUTEIIO Y YPEkKIACHHS;
- 00 wuMelOmMXCs HENOCTaTKaX M BBIABJICHHBIX HAPYLIICHHUAX Tpeﬁonﬁ}mﬁ HOPDMAaTHBHBIX H
PYKOBOJAIIMX JOKYMEHTOB IO 3amuTe uWHGOpMAlMH, a TaKkKe B YCTAaHOBICHHBIC CPOKH
NOATOTAaBIMBAET HEOOXOAMMYIO OTYETHYIO JOKYMEHTAIlHI0 O COCTOSHHH paboT mno 3aumre
HH(pOpMaLHH.

8.3. HecooTBeTcTBHE MEP YCTaHOBJEHHBIM TPEOOBAHUSAM MJIM HOPMaM IO 3alluTe HHPOpMAaLuH,
ABJISETCS HAPYILIEHHEM M BJICYET aJMUHUCTPATUBHOE HAKa3aHHWE OTBETCTBEHHBIX JIMIl B COOTBETCTBHH
¢ 3aKoHO/aTeNbCTBOM PO.

IX. 3akaro9uTe/IbHBIE MOJI0KEHHS.

9.1. IlonoxeHue BCTynaeT B CHIIy C MOMEHTA €r0 YTBePXKIACHHS.

9.2. TlonoxeHue sABNAETCA  JIOKAIBHBIM akToM oOpa3oBaTelbHOro YupekaeHus. Brecenue
HW3MEHEHHUH U JionoyiHeHUH B [To/10)xeHHEe OCYIIECTBIAETCS B MOPAAKE €r0 IPHHATHA.

9.3. Hacrosmee [lonoxenue MOXeT OBITh HM3MEHEHO (JOMOJHEHO) JIOKAIBLHBIM aKTOM
00pa3oBaTeNILHOrO Y 4YpeKaeHHs.




